
 

 

Combatting Mis/Disinformation At-A-Glance 
 

 

This at-a-glance companion provides quick-reference tools for spotting and responding to 

misinformation. Keep it accessible for when you need it.  

UNDERSTANDING & IDENTIFYING MISINFORMATION 

Misinformation thrives in our current landscape: declining local journalism, rising AI capabilities and 

social media algorithms that prioritize engagement over accuracy. For nonprofits, the stakes are high — 

false information can prevent people from accessing services, threaten funding, undermine advocacy and 

erode community trust. 

KEY DEFINITIONS: 

Misinformation Disinformation Malinformation 

False or inaccurate information 

shared without intent to harm  

Example: Sharing an old photo 

of flooding, thinking it's from 

the current hurricane 

False information deliberately 

created and spread with intent 

to harm  

Example: Creating a fake video 

showing ballots being destroyed 

True information manipulated 

or shared out of context to cause 

harm  

Example: Using real economic 

data out of context to mislead 

readers and profit from clicks 

 

THE SIFT METHOD: Your First Line of Defense 

Before sharing anything, take a few minutes to SIFT. This method stops most misinformation in its tracks. 

STOP Don't share or react immediately. Pause and ask: Do I know this source? Can I trust it? 

INVESTIGATE THE SOURCE Who's behind this information? What's their expertise or agenda? 

Quick Google: What do others say about this source? 

FIND BETTER COVERAGE Leave the original site (lateral reading is key!). What do other trusted 

sources say? Do reputable outlets report the same thing? 

TRACE TO ORIGINAL CONTEXT Is this quote, statistic or image taken out of context? Find where it 

originally came from. Use reverse image search. Check if old content is being presented as new. 

 

RED FLAGS: Common Manipulation Techniques 
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Watch for these tactics that signal misinformation: 

●​ Fear & Urgency – "Share now!" "This will destroy everything!" 

●​ Emotional Triggers – Outrage bait designed to provoke strong reactions 

●​ Decontextualization – Real content presented with wrong context (old photos or video 

positioned as new content, video of one location passed off as another) 

●​ Cherry-Picking Data – Real statistics presented without full context 

●​ Impersonation – Fake accounts or websites that look like real organizations 

●​ False Experts – "Doctors agree" (citing non-experts or misrepresenting credentials) 

●​ Conspiracy Framing – "They don't want you to know..." Secret knowledge, clear villains 

●​ Narrative Hijacking – Using real events to push false conclusions 

 

Your Verification Toolkit 
Bookmark these resources now: 

●​ Fact-Checking: FactCheck.org, PolitiFact, Snopes, Reuters Fact Check, AP Fact Check 

●​ Media Literacy: News Literacy Project, UNICEF Guide, Verificat (Spanish) 

●​ Tools: Google Reverse Image Search, Google Alerts, TinEye 

 

Interactive Games to Build Skills: 

●​ GetBadNews.com – Learn manipulation tactics by playing as a misinformation creator 

●​ HarmonySquare.game – Understand political disinformation 

●​ SpotTheTroll.org – Identify bot accounts and trolling behavior 

 

RESPONSE STRATEGIES 

Once you've identified misinformation, you need to decide how to respond. Not every false claim requires 

your attention, and some responses can make things worse. 

Before You Respond: Ask These Four Questions 
1. HAS IT SPREAD? Just a few people or going viral? Has it reached your constituencies? 

 → If no one's seen it, don't amplify it by responding 

 

2. WHAT'S THE HARM? Could this cause immediate damage? Who is most at risk?  

→ Triage: urgent vs. can wait 

 

3. WHO'S BEHIND IT? Are they trying to help or harm? Do they know it's false?  

→ This determines HOW to respond (empathy vs. strategic avoidance) 

 

4. DO WE HAVE CAPACITY? Time, staff, credibility to respond? Can we do this well?  

→ Be honest about resources 

 

DECISION RULE: If answers are YES (spreading) + YES (harm) + YES (capacity) 

 → Respond. Otherwise, consider not engaging. 

When to Engage vs. When to Ignore 
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http://factcheck.org
https://www.politifact.com/
https://www.snopes.com/
https://www.reuters.com/fact-check/
https://apnews.com/ap-fact-check
https://newslit.org/
https://www.unicefusa.org/sites/default/files/2023-08/UU23_StarterGuide_V3.pdf
https://www.verificat.cat/
https://images.google.com/
https://tineye.com/how
http://getbadnews.com
https://www.harmonysquare.game/
http://spotthetroll.org


 

✅ ENGAGE WHEN: 

●​ False claim is spreading to your 

constituencies 

●​ Source seems misinformed, not malicious 

●​ You have capacity and credibility to 

respond 

●​ Silence could be seen as confirmation 

●​ Your community is asking for clarity 

❌ DON'T ENGAGE WHEN: 

●​ Source is clearly a bad-faith actor with 

limited reach 

●​ Engaging would amplify the message 

more than it corrects 

●​ It's clearly bait to provoke you 

●​ You lack standing or expertise on the topic 

●​ No one is actually seeing or believing it 

 

Most Effective Strategies 

1. PREBUNKING (Most Effective – Do This First) 

Inoculate your community BEFORE misinformation arrives. Like a vaccine, this can build resistance. 

The four-part structure to developing prebunking messaging: 

1.​ FACT – Lead with accurate information "SNAP benefits will transition to new chip-enabled 

cards starting next month." 

2.​ WARNING – Alert to potential misinformation "You may see rumors about program changes 

or new requirements. These are false." 

3.​ FALLACY – Name the manipulation tactic "Watch for fear-based messages claiming you'll lose 

benefits or need additional documentation." 

4.​ FACT – Reinforce the truth and provide action steps "The only change is the card technology. 

Your benefits, eligibility and how you use the card stay exactly the same. Questions? Contact us 

at [number]." 

2. COUNTER-NARRATIVES (Effective) 

Values-First Messaging: Lead with shared values, then facts. Example: 

●​ ❌ "It's false that SNAP recipients get luxury items..." 

●​ ✅ "Everyone deserves access to nutritious food. SNAP provides $6 per person per day for 

groceries — fruits, vegetables, meat, dairy, bread. Here's how it works..." 

Coordinating Coalition Responses: 

●​ Map your ecosystem (who else is working on this?) 

●​ Align on core message 

●​ Designate roles (who reaches which audiences) 

●​ Amplify each other's content 

●​ Stay coordinated through regular check-ins 

 

3. DEBUNKING (Use With Caution) 
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Research shows debunking can backfire. Repeating false claims makes them more familiar and familiarity 

feels like truth. Prevention beats correction every time. 

❌ DON'T: 

●​ Start with "It's not true that..." 

●​ Repeat the false claim multiple times 

●​ Use the same language/framing as the 

misinformation 

●​ Debunk when no one has seen it yet 

●​ Engage with obvious trolls or bad-faith 

actors 

❌ WRONG: "There's no truth to SNAP 

recipients getting luxury items. Here's what really 

happens..." Problem: Repeats and reinforces the 

false claim. 

✅ DO: 

●​ Always lead with the truth, never the lie 

●​ Best option: Don't mention the false claim 

at all — just share what IS true 

●​ Use a "truth sandwich" — truth → brief 

mention → back to truth 

●​ Address the emotional need the lie fills 

●​ Provide an alternative explanation 

●​ Keep it simple and clear 

✅ RIGHT: "SNAP benefits provide an average of 

$6 per person per day for food. The program has 

clear guidelines on eligible food purchases — 

fruits, vegetables, meat, dairy, bread and other 

grocery staples. These guidelines ensure families 

can afford nutritious meals." Leads with truth, 

never mentions the false claim. 

 

IMPLEMENTATION TACTICS 

Proactive Planning: The best time to prepare for misinformation is before it arrives — anticipate 

threats, create resources and build capacity now. 

ANTICIPATE 

●​ What false claims are likely to emerge about your work? 

●​ What fears or concerns exist in your community? 

●​ Who are your most vulnerable audiences? 

 

PRE-SEED ACCURATE INFORMATION 

●​ Create shareable graphics with key facts 

●​ Train your network of trusted messengers 

●​ Build trust as a reliable source over time 

●​ Fill information voids before rumors do 

 

HAVE RESOURCES READY 

●​ One-pagers on common topics 

●​ Talking points for staff 

●​ Social media toolkit 

●​ Contact lists (coalition partners, media, fact-checkers) 

●​ Decision-making protocols 

 

Getting Your Message Out 
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Digital tactics to reach audiences where they are:  

​ Video explainers – Short, clear videos addressing false claims 

​ Infographics – Visual fact sheets easy to share 

​ Community voices – Testimonials from real people 

​ Social media threads – Break down complex issues 

​ Email updates – Regular communication with your list 

​ Digital toolkits – Resources partners can easily share 

Earned media tactics to engage audiences via news outlets: 

​ Comment on articles – Tag outlets on social media or submit letters to the editor 

​ Write op-eds – Reinforce facts and reframe narratives in longer-form pieces 

​ Provide statements – Offer short, quotable responses reporters can use 

​ Pitch stories – Proactively share positive narratives; prevention beats correction 

Reporter Corrections: Not every factual error warrants a correction. Choose your battles and approach 

them as opportunities to educate, not critique. 

✅ DO: 

●​ Decide if it's worth the effort 

●​ Correct clear factual inaccuracies 

●​ Provide citations 

●​ Consider sharing correction on social 

instead 

❌ DON'T: 

●​ Expect the reporter to know all the facts 

●​ Get into debates about language choices 

●​ Expect anything other than minor edits 

 

Staying Ahead of Misinformation 

Monitor what's being said about your organization and key issues: 

●​ No-cost tools: Google Alerts, social media keyword tracking, platform search functions 

●​ Paid services: Meltwater, NewsWhip and Pulsar are a few examples of such services 

●​ Your network: Staff, partners and community members who flag what they're seeing 

 

Build relationships with fact-checkers and reporters before you need them: 

●​ Introduce yourself as an expert in your issue area 

●​ Be their reliable, fast source when they hear rumors 

●​ Share what you're hearing through your networks and monitoring 

●​ Make it easy to contact you 

●​ Educate reporters on responsible misinformation reporting (don't amplify while debunking) 

 

For more information and resources, please visit: 

strategiccommunicationtools.com 
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